A review of local group data protection practices
New General Data Protection Regulation (GDPR) will come into force in May 2018. The new regulation affects all charities and businesses and replaces the current Data Protection Act. In preparation for this, we are working on a set of guidelines to help local groups be compliant. This is extremely important as charities and individuals have faced fines from the Information Commissioner’s Office and Fundraising Regulator or have received negative media attention around how they handle personal data.  

We have a collective responsibility for ……..reputation. When anyone trusts us with their personal information, it is our responsibility to ensure we treat this information in a way that lives up to their expectations, gives them confidence in us, and complies with all our legal obligations.

As a first step, we are sending all local groups a set of questions to help you prepare for these changes. Once you have completed the questions, we will send you some guidance notes that help you manage data protection.

We want to ensure that we support you as much as possible although the responsibility for complying with data protection lies with each individual.

What is personal data?


Personal data is information, held electronically or in manual records (eg paper, photographs), which identifies a living person. For example:
• Name • Address • Date of birth • Contact details • Bank account details • Interests • Photographs

Please note that personal data includes facts and opinions about a person if it identifies them. For example, notes on how you think someone has behaved, performed or appears.

Sensitive personal data is the same as personal data but is about a person’s:

• health • religion • political opinion • trade union membership • racial or ethnic origin • criminal activity, etc.
Ways in which you may use or store data:
E-mail
· Emailing group members, supporters, previous event attendees and potential supporters, volunteers, individuals in companies about local group events or information 

Spreadsheets

· Invite lists – names and addresses, some with email addresses

· Donation lists – names, addresses, amount and date of last donation, 
· Contact List (names, addresses, emails, phone numbers) 

· Event registration and tracking – names, addresses, emails, phone numbers, justgiving pages 

· Event Feedback 
· Mailing lists with names and addresses 
Word documents / paper documents
· Participant lists
· Guest lists 
· Contact lists
· Thank you letters with names, addresses 
· Photocopied correspondence

· Address labels

Questionnaire: 

	What kind of data do you collect/store?

	Do you currently ask for consent to contact people when collecting their data (e.g. e-mail addresses at events)?

	How do you store the data (e.g. excel spreadsheets, contact lists, word documents and where are these stored)? 



	What is the data used for?



	Who can access this data (e.g. is it password protected, which group members can access it, do you share the data with us at……or other organisations/companies)?



	How often do you amend this data and why (e.g. when a person changes their address)? 



	How long is the data kept for?



	When and how is the data deleted?

	Additional comments:




I would be grateful if you could fill in the questions above and return the completed form to me at ……….by Monday, 19 February 2018.

If there are any additional comments you would like to make or any particular areas of concern, please do not hesitate to include these in the additional comments section. 

Thank you very much.

